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Chapter 5

Figure 21: Emails on Target #3

2. Systemic network
The systemic network reveals all the domain names owned by the target
organisation, and reveals operations in more than its host country.

For a complete reconnaissance of the target organisation, each domain
would be investigated separately, the files would be stored in a case ma-
nagement system, and the information would be both automatically and

manually assessed and evaluated, depending on the stamina of the attackers.

In figure 22 is illustrated a sample of some of the results uncovered from
the systemic network analysis.

Figure 22: Systemic Overview of Target #3
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3. Maltego - metadata

Although we had already conducted metadata analysis by using FOCA,
Maltego provided investigative insight into where the files were stored and
could potentially add to the already-collected information on Target #3.

The network of files shown in figure 23 illustrates the volume of the publicly
available files from the target. While we excluded the processing of additio-
nal files identified, we include this section to support the use of tools like
FOCA and Maltego for the collection and structuring of publicly available
information of a target.

The network illustrated in figure 23 contains more than 800 nodes. Each
node represents a document or a person; the former dominates the type
of nodes represented in the network for Target #3. The network could be

extended to identify associated social media networks as well.

Figure 23: Maltego Metadata on Target #3
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5.3.2.6 - Email Crawling

99 pct. of all active email addresses were available on Target #3’s corporate
website, though we still used the custom coded script to harvest addi-
tional email addresses. The results show that two additional individuals,
still employed at the organisation, were discovered using our script. This
included one individual, who were of particular interest, due to the person’s
highly dense network within the organisation, which will be covered in sec-
tion 5.3.2.9 on the social network analysis. However, without the crawling
script, we would most likely have missed this particular target individual.

5.3.2.7 - ID of Social Media Accounts

The employees at Target #3 are both present and active on social media
networks. Because Target #3 had many accessible and open social media
accounts, we reduced the scope to only address Facebook accounts of the
employees, and thus excluded the identification of Twitter and LinkedIn
accounts. As a result, the sentiment analysis and personality profiling rely
solely on the data crawled from Facebook. This choice was preferred, as it
would reduce the time involved in identifying social media accounts, which
is a qualitative, manual process that is very time consuming.

The reason for selecting Facebook over other social media networks was
that people in general tend to be more active on Facebook than on other
networks. Since the sentiment analysis and personality profiling relied on
written content that was posted on the target individuals’ social media
profiles, Facebook created the best basis for conducting a thorough analysis.

Additionally, it is more widely accepted to have spelling-mistakes on Twit-
ter than on Facebook, as tweets are limited to 140 characters, and this is an
important factor to consider, since the devised sentiment analysis would
only analyse pre-defined words that are spelled correctly. Consequently,
Twitter might constitute an inherent bias, if sentences are purposely writ-
ten in a manner that reduces the size of the words (and the overall tweet),
without compromising the interpretation.

42 pct. of the employees at Target #3 had identifiable accounts on Facebook,
as illustrated in figure 24. While this number might seem relatively low,
many accounts were public and their content accessible, which created a
sound basis for conducting the personality profiling based on the devised
sentiment analysis of the written content from the target individuals pub-
lished Facebook posts.
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Figure 24: Social Media Accounts for Target #3
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From a qualitative assessment, we could determine that there existed enough
substantiated data to be used in our sentiment analysis and personality pro-
filing of target individuals, as covered in the following section. Furthermore,
we also had access to their network of friends - their connections on Face-
book - which provided the basis for conducting our social network analysis.

There was a clear lack of information available from target individuals of
Target #1 and #2. However, for Target #3 we saw an exciting development,
as the employees of Target #3 had a more open approach to the use of social
media networks, which worked to the benefit of this study.

5.3.2.8 - Sentiment Analysis and Personality Profiling (SMPP)

As covered in chapter 3, a high level of neuroticism correlates to the level of
receptiveness of an individual, thus indicating how inclined that individual
is to social engineering attacks. When running the personality profiling
script that was based on the target individuals’ Facebook accounts, we were
able to identify employees with a high neuroticism score at Target #3. Ac-
cording empirical evidence these individuals should be more susceptible
to phishing attacks in particular.

According to our analysis, one individual in particular scored very high in
the Big Five model (see figure 25 below). The analysis was based on how
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often certain words occurred in the target individuals’ Facebook posts, by
utilising the bag of words approach previously described.

Additional factors that were taken into account included: (1) how often
people posted (the frequency of the targets’ wall posts); (2) how much
they posted (the quantity of the posts, meaning how many characters they
post in total); (3) how many links the target individuals shared. The latter
was particularly interesting for our study, as current research in the field of
phishing studies demonstrates that extremely active FB users who share a
great number of links on their walls have a greater tendency to click on links
that are shared with them; and (4) we analysed whether or not they shared
particular sensitive information, including political or religious conviction
and/or sexual orientation or relationship status, as sharing these types of
information gives an indication of how ‘open’ the target individuals are.

Figure 25: Personality Profiles of Users with > 2500 Characters in Public
Posts on Facebook
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Figure 25 illustrates the individual, who had an extremely high neuroticism
score according to the Big Five personality-profiling model. In conclusion,
that particular individual constituted an interesting target for the attack
phase on Target #3.
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5.3.2.9 - Social Network Analysis (SNA)

The social network analysis of Target #3 revealed that certain employees had
larger social networks than others within the organisation; these numbers
were deduced based on the target individuals’ relational networks that were
crawled from Facebook. It is not uncommon for employees to be connected
on professional networks, e.g. LinkedIn. However, when the private and
professional spheres are merged and transcended, i.e. when employees have
professional connections on their personal social media networks, it reveals
target individuals who are highly engaged on social media, and who are
experienced in having - and dealing with - many connections across the
professional and personal realms.

Based on the same assumption and findings from the research on personality
profiling of social media, we expect highly interconnected individuals to
have a greater susceptibility to phishing attacks than less interconnected
individuals (cf. section 5.3.2.8).

In figure 26 the social network of Target #3 is illustrated, and it reveals se-
veral individuals with a high degree of interconnectedness. This is indicated
by the size of the blue spherical objects in the figure. Hence, the larger the
sphere, the greater is the density of connections for the target individual.

People with a large social network often have easier access to information
as well as access to other individuals within the same organisation. This
makes an interesting target easier to compromise, because the attacks can
be escalated from their account when it has been leveraged.
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Figure 26: Social Network Analysis (SNA) of Target #3

One particular individual had a greater connection density than others,
indicated with a red dot in the largest blue sphere in figure 26. As the USB
attacks were deemed the most difficult to attempt of all of the SE 2.0 attacks,
this specific individual was selected for one of these attacks (cf. section 4.2
on the deception levels). However, this particular target individual did also
take part in the broad phishing campaign conducted on Target #3.
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5.3.2.10 - Deep Web & Darknet Investigation

No relevant information was discovered.

Summary of Reconnaissance Results for TARGET #3

More information was found than was possible to process within a reasonable
time frame. However, from assessed results, we have found:

Design of Guest ID Card

Full list of emails and phone numbers

Identified social media accounts

Identified useful information based on the metadata analysis of documents
Analysed data from publicly accessible Facebook accounts, resulting in
useful findings

e Conducted a social network analysis, which resulted in useful findings

5.3.3 - Results of Attacks on Target #3

The social vulnerability assessment of Target #3 included a total of 162
executed social engineering 2.0 attacks, with five utilised attack vectors. The
table below shows the number of executed attacks for each attack vector:

Table 22: Utilised Attack Vectors for Target #3

Attack vector Number of attacks Pct. of total
Spear-phishing 3 1.9
Whaling 1 0.6
Conv. Phishing 146 90.1
Smishing 9 5.5
USB Attack 3 1.9

5.3.3.1 - Spear-Phishing

The spear-phishing attacks constructed for Target #3 were targeted against
the management level of the organisation. We spoofed the email address
of the CEO as the sender, as we believed this would provide us with the
best results.

The tone-of-voice of the written content of the email was in a rather provo-
cative tone, which was intended to provoke the mid-level management

personnel into performing a quick reaction e.g. clicking on the malicious
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link in the spear-phishing emails. It was intended to project a sense of fru-
stration from the CEO towards the management level.

The content of the spear-phishing email was purely fictional and structured
around an issue that did not in really exist, but which related to their busi-
ness area. The three counts of spear-phishing attempts that were executed
against the target individuals proved to be successful in all instances, as
shown in table 23.

Table 23: Spear-Phishing on Target #3

Attack vector Total attacks Successful attacks Success rate %
Spear-phishing 3 3 100

5.3.3.2 - Whaling

In the whaling attempt, we targeted the CFO of the organisation, by asking
the target to create a presentation on the company’s results for an upcoming
event - a scenario that was purely fictional. In this attack, we used the same
email and sender as with the spear-phishing attempt, namely the CEO.

The whaling attempt included a malicious link that had the purpose of
directing the subject to a PDF file, e.g. http://www.[website].dk/?=Invite.
pdf, and the purpose was to get the CFO to click on the link, so we could
record it on the web server log.

The email request was sent later in the day around 7PM. The timing here
was important, as we could not anticipate whether or not the CEO and
CFO would be at the office at the same time. We therefore timed the attack
at a later time during the day, where we expected the CFO to be at home.
This proved to be an important strategy, as we later discovered that both
are seated on the same floor, with offices next to one another, and this could
have ruined the attempt and alarmed the rest of the target organisation by
informing them that tests were being conducted, which would otherwise
have compromised the SVA being conducted on Target #3. The whaling
attempt, however, proved successful.

Table 24: Whaling on Target #3

Attack vector Total attacks Successful attacks Success rate %
Whaling 1 1 100
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5.3.3.3 - Phishing

The phishing attempt against Target #3 was planned, timed and designed
specifically for the employees at the target organisation. However, the con-
tent of the phishing email was broad enough to be sent to a larger part of
the organisation. Though classified as a conventional phishing attack, the
construction could reasonably be argued to be a spear-phishing attempt,
though none of the phishing mails were personalised, and the attack in
question was mass-mailed to many employees at Target #3, which is the
reason why we have classified it as a conventional phishing attack.

The method applied was a complete copy of the website of the target orga-
nisation, where we modified a login form in the middle of the website to
record any credentials that would be entered. The purpose of the attack was
to get the target individuals to update their passwords, and the login form
would therefore require them to enter:

1. Their username (we suspected this would be their email address)
2. 'Their current password
3. And their new password

The website was uploaded to a domain containing a subdomain with the
name of the target organisation (www.[company-name].[our-domain].dk)
to further substantiate the reliability of the source. Finally, an email address
from the attack-domain was spoofed, and the deception tactics applied was
to pretext the internal IT-department. The content of the phishing email
required all employees to update their password from the web form, which
could be accessed from the link included that we included in the email,
which directed the target individuals to our rogue web form. We antici-
pated that some employees might wonder the sudden need for updating
their passwords, so we argued in the email that it was due to server updates
over the holidays.

For Target #3 we were allowed to conduct the test on a larger target group
within the target organisation, resulting in the phishing emails being sent
to a total of 146 employees, of which at least 7 were on vacation (which was
reported back via automatic email responses).

It is important to notice that during the reconnaissance phase, we had
identified the necessary means to utilise the information from this phishing

campaign to an actual attack. We knew how to access the mail server, but
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needed the necessary credentials to do so, and that could have been used
to conduct internal attacks within the organisation to leverage more ac-
counts. We therefore only needed to compromise one account, so we could
potentially use that for additional attacks.

A total of 146 phishing attacks were executed against employees at the target
organisation, and a total of 58 unique employees entered their credentials,
amounting to a success rate of 39.7 pct. (which also included employees on
vacation, as have been evident from a post-talk with the target organisation).

Table 25: Phishing on Target #3

Attack vector Total attacks Successful attacks Success rate %
Phishing 146 58 40

In order for us to differentiate one user from another, we recorded the hashes
of their username, which were automatically manipulated to maintain full
anonymity; yet it allowed us to differentiate one user from another, so we
could count the total number of unique users who fell victim to the phishing
campaign. This was done by hashing the entire username to a 64-digit
string, which was then reduced to containing only the first 8 characters.
This process was automatic, and meant that we were unable to decode the
hashed text string, while still maintaining the ability to differentiate between
unique users.

Neither old nor new passwords were recorded in the test. We did, however,
record whether or not information was entered into the password fields to
make sure that we would have recorded something from the attempt. Had
we collected the actual passwords, we would not only have the basis for at-
tacking the individuals at their work place, but could as easily start running
dictionary attacks on private accounts that had previously been identified.
Insight into how a person constructs passwords makes it easier to conduct
dictionary attacks, rather than a never-ending brute force attack.

Email correspondences with five target individuals were necessary to con-
vince them to fill in the web form, as they were questioning whether or not
it was relevant for them to do so. We do not know how many individuals
followed protocol for changing their password locally on their computers
(and not via the rogue web form that we sent to them). Nevertheless, we
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do know that some employees followed the established company policy for
changing their passwords.

Finally, three out of the total number of 146 target individuals were obser-
vant enough to contact the IT-department with a suspicion of the attack
being a phishing attempt. In an effort to avoid unnecessary panic for Target
#3’s IT-department, it was agreed with our contact person that they would
be notified of the social vulnerability assessment and that we would notify
them when the phishing campaign began.

5.3.3.4 - Smishing

The smishing attacks were designed to convince select target individuals to
click on a malicious link, which was sent via SMS. The attacks consisted of
spoofing the sender as being the directors of four separate departments in
Target #3. The smishing attacks were sent to nine victims in total, ranging
from regular staft to middle management.

The tone-of-voice of the SMS was not of an urgent matter, but rather one
that could be interpreted as something the recipient should be aware of, and
which the respective spoofed directors wanted to inform their employees
of. As demonstrated in table 26, eight out of the nine smishing attempts
were successful, amounting to a success rate of 89 pct.

Table 26: Smishing on Target #3

Attack vector Total attacks Successful attacks Success rate %
Smishing 9 8 89

Only one target individual did not click on the link. However, it should be
noted that the individual in question, who did not click on the link, was
informed of the attacks. It could therefore be argued that because the target
individual was bias, due to this prior knowledge of the smishing campaign
his results should not be included in the test results. Nevertheless, we decided
to include the failure in the results, as this could represent an individual
with a highly increased security consciousness.

The smishing campaign was carried out around 7PM, which is relevant to
note, as this means the target individuals were most likely at home when the
attacks occurred. In relation to that, there was a noteworthy development
in the aftermath of the smishing attacks executed on Target #3, as the target
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individuals began intercommunicating and quickly realised that they were
under attack.

One target individual from middle management copied the entire text mes-
sage - incl. the malicious link - into an email and sent it to all employees of the
target organisation, warning them not to click on the link if they had received
an SMS with this particular link. Despite the alerting email, an additional
three individuals, not part of the smishing attacks clicked on the malicious
link in the email. Most likely they clicked on the link without first reading
the content if the email warning them not to click on the link. Nevertheless,
this was interesting insight into the underpinning psychological motive for
proactively engaging in shared content from trusted sources, prior to first
evaluating the content. The subject of the email even read ‘Red Alert’ and
the message was written partially in capital letters warning all users not to
click on the link, were they to receive such SMS.

In a post-talk with the person who sent the alerting email with the malicious
link included, the person realised that he should have taken a screen dump
of his phone rather than copy the content into an email.

5.3.3.5 - USB Attack

The targets for the USB attack were selected exclusively on the results of
the personality profiling and the social network analysis. A total of three
USBs were configured to emulate a human interface device (HID), e.g. a
keyboard, and were programmed to execute the malicious script as soon as
it was plugged into the targets’ computers. The script would open the Run
command in Windows and type in the URL we wanted them to visit, in an
effort to record the instance on the web server log. However, this proved
more difficult than initially thought, due to unforeseen countermeasures
at Target #3 in terms of operating procedures.

The initial plan was to establish an on-location meeting at Target #3, with
the purpose of dropping the payload (the USB drive) at desirable spots at
the targets’ desks. However, as the environment cannot be controlled, and
we cannot determine whether or not the designated targets would be the
actual users of the USB drive, we opted for a different solution. The issue
was that other employees could pick up the USB drive and insert them into
their computers, which would be recorded as a legitimate attempt, but we
would be unable to verify whether or not that would be the correct reci-
pient — without compromising ethical boundaries. Additionally, there was
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a fear that clients of the target organisation could potentially find the USB
drives and insert them into their computers. This scenario would be beyond
ethical and legal boundaries of the study. In sum, we needed a method that
was highly targeted, and which ensured that only the intended recipients
would be exposed to the malicious USB drives.

Therefore, we opted for an alternative scenario, where we would send a letter
to each of the three target individuals at the target organisation, so that the
attack would be strategically targeted to those particular individuals; thereby,
eliminating most of the unknown factors. However, this proved to be an
obstacle in the end, which resulted in three failed attempts. We enclosed
letter in the envelope with a specific relevant logo and content constructed
for the department of the respective targets, which differentiated from one
target to the other.

For two of the three targets, the attempt was, however, quickly identified as
coming from a fake organisation. The final attempt carried some mistrust
due to the logo of the sender, which was a very close resemblance to an
actual organisation that they know of in that particular department of
the target organisation. Furthermore, the final attempt was intercepted by
the supervisor of the individual we were targeting. The target in this case
therefore never got a chance to review the enclosed letter and USB drive.

After consulting the individuals involved, we identified the errors in our
attempt:

«  We had to send the USB drive by mail

o We used fake organisations, which we were limited to, due to legal
concerns

o We did not include phone numbers in any of the three attempts

o Awareness was heightened due to the recent phishing attempts

Table 27: USB Attack on Target #3

Attack vector Total attacks Successful attacks Success rate %
USB Attack 3 0 0

5.3.3.6 - Summary
As can be seen in table 28, the results for the social vulnerability assessment
of Target #3 were mixed. Only the USB attacks proved completely unsuc-
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cessful, whereas the spear-phishing, phishing, smishing and whaling attacks
all had successful counts.

In general, we were allowed to attack a larger target group at Target #3,
compared to the other organisations who took part in this study.

Table 28: Attack Results on Target #3

Attack vector Total attacks Successful attacks Success rate %
Spear-Phishing 3 3 100
Whaling 1 1 100
Phishing 146 58 40
Smishing 9 8 89

USB Attack 3 0 0

Total 162 70 43

The results of the SVA are listed in table 28 and illustrated in figure 27, which
shows a high level of success for the spear-phishing, whaling and smishing
attacks. There were a total number of 162 attacks executed against Target
#3, and of the collective attacks that were carried out, a 43 pct. success rate
was recorded.

Figure 27: Results on Target #3
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Target #3 has been briefed on all the information uncovered from OSINT
during the reconnaissance phase, as well as made aware of the results of the
social vulnerability assessment. After having finalised the study, we have
been informed that Target #3 has implemented new security procedures
and are currently working on an awareness training plan for its employees,
as well as an incident response plan for mitigating the risk of social engi-
neering attacks and cyber attacks in general.

5.4 - Comparative Overview of Results

5.4.1 - Overview

In table 29 is provided an overview of the executed attacks for all three
participating target organisations. As it is clearly indicated in the table,
the size of the designated target groups varied greatly for Target #1 and #2,
in comparison with Target #3, where we had a greater target group in the
social vulnerability assessment.

Table 29: Comparative Overview of Executed Attacks

Attack vector Target #1 Target #2 Target #3 Total
Spear-Phishing 3 1 3 7
Whaling 1 1 1 3
Phishing 2 4 146 152
Smishing 3 5 9 17
PDF Attack 1 2 0 3
USB Attack 0 0 3 3
Total 10 13 162 185

As shown in figure 28 below, SMS was the overall most successful attack
vector. A potential explanation for this could is the way people use and trust
their smartphones which is arguably the most personal device we own, as
we always have our smartphone with us.
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Figure 28: Aggregated Results
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In general, users interact differently with their mobile devices than with
their laptop and desktop computers. Often, a user will check emails while
being at a meeting at work or watching TV at home. As a consequence,
the user does not pay the same amount of attention, and will be more
susceptible to a phishing attack while using the smartphone. Additionally,
the user interface of many mobile devices does not allow hovering over a
link in order to show the URL; this makes it harder for the users to detect
whether or not an email is a phishing attempt.

Some users have multiple email accounts connected to their smartphones,
some of them private and hence not protected by corporate email filters. So
attackers might choose to attack employees through their personal email
account instead of their corporate one. Additionally, mobile devices can
receive both emails and SMS messages, and contrary to emails, SMS mes-
sages are usually not filtered by a spam filter, making it easier for smishing
attempts to reach the user.

The amount of successful PDF attacks is also notable, as these require the
target to not only be convinced of the legitimacy of the sender by using a
spoofed email address, but it also requires the target to be convinced of the
content, the context, the wording and the required of the target.

Finally, out of the collective 185 executed attacks, a mere seven individuals
reported the attempt to their supervisor and/or responsible department,
e.g. the IT-department. This is noteworthy as it gives an indication of how
people in this study reacted to receiving phishing emails or alike. Either
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they did not realise that they were subject to a cyber attack, or they simply
did not bother to report it. This can be a problem on two levels: firstly,
from a strategic level with the implemented cyber security policy of the
respective organisations; and secondly, on the operational level, where it is
not enforced that employees are required to report suspicious cyber activity
or identified cyber attacks.

5.4.2 - Progression of Attacks

We will finalise the chapter with a visual overview of the progression of the
attacks, as illustrated in figure 29. The purpose is to provide insights into
the order of the executed attacks. The colouring of each spherical object
signifies how successful each attack vector was - grey represents the failed
attempts, while purple represents the successful attempts, from the entire
field trials of the study.

Figure 29: Progression of SVA
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Chapter 6:

Dissemination
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6. Dissemination

As outlined in the introduction, one of the objectives with Project SAVE
was to disseminate the results at two workshops, which were held at the
Danish Institute of Fire and Security Technology (DBI): (1) A national
workshop consisting of invitees from the Danish security sector, primarily
from defence and police, and (2) an international workshop, which was
more broadly focused on industry and academia as well as international
actors in the security sector.

The primary objective of the workshops was to disseminate the results, in
an effort to engage government, industry and academia in a discussion on
the phenomenon of social engineering 2.0. The secondary objective was to
uncover the collective perception of social engineering 2.0 by the respective
sectors, as to gain a deeper understanding of the perceived threat of social
engineering.

In this chapter, we will cover the results of a survey sent to participants of
the national and international workshops, and it will be supplied by results
from a questionnaire regarding delivery methods for awareness training.
Particularly the latter seeks to uncover the opinions of the participants in
regard to various types of learning methods that can be applied for effec-
tive awareness training to counter social engineering attacks and heighten
overall security consciousness of employees.

6.1 - Survey Results on Social Engineering

6.1.1 - General information

A total of 42 respondents participated in the survey that was distributed after
the development of both the national and international workshop. A total
of 32 respondents completed the survey by answering all of the questions.
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Figure 30: Response Status Figure 31: Type of Users
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According to the initial answers of the survey, the following results are based
predominantly on answers from management level, which are represented
by 64 pct. of the respondents, as shown figure 31 above. The remaining users
were regular users, amounting to 33 pct., and people from the participating
organisations’ IT-departments, represented by 3 pct. of the respondents
from the national and international workshop.

6.1.2 - Experience with Social Engineering

54 pct. of the respondents answered that their company or institution had
previously been subject to targeted social engineering attacks, while 20 pct.
did not believe that they had been subject to attacks at all.

Figure 32: Experience with SE Attacks

B Yes
® No

Don't know

The respondents were also asked to answer whether or not they perceived
social engineering as a threat to their organisation. Approximately 28 pct.
of the respondents believed it was a high risk and 63 pct. answered a me-
dium risk. A vast majority of the respondent thus recognised that social
engineering attacks could pose a serious threat to their organisation, while
merely 3 pct. of the respondent perceived it to have a low risk.
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Figure 33 Perceived Threat of SE
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We believe that the data indicates that organisations are becoming more
aware of the threat, and that the results constitute a level of recognition of
social engineering as a risk factor.

We additionally wished to gain insight into whether or not companies and
institutions specifically address social engineering in their IT-policy. 39 pct.
of the respondents answered that social engineering was addressed in their
IT-policy; whereas a majority of 46 pct. answered it was not addressed. 15
pct. was unaware of whether their IT-policy addressed it.

Figure 34: Does your IT-policy Address SE?
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m No
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In summary, while social engineering is perceived to constitute a medium
to high risk for the companies represented in the survey, and more than
half of the respondents have had direct experience with being targeted,
only 39 pct. to 54 pct. address social engineering directly in their IT-policy.

6.1.3 - Interest in Countermeasures

The final set of questions in the survey addressed the willingness of compa-
nies to uncover information about themselves, and their interest in testing
and training their employees to counter social engineering attacks.
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Figure 35: Interest in OSINT for Corporate SVA
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62 pct. of the respondents had a medium to high interest in uncovering
information from open sources about their organisation, while only 22 pct.
had little interest in the matter.

From this we can conclude that while most organisations do have an inte-
rest in uncovering information from OSINT, with the purpose of gaining
insight into what type of information is publicly available about them, not
all companies find this necessary. Correlating the results with the answers
from whether or not organisations have experienced SE attacks, we see a
close resemblance in the results: 20 pct. have no experience with SE attacks
(cf. figure 32), while 22 pct. have little or no interest in gaining insight into
information available about their organisation from open sources.

The respondents were also asked to answer, if they were interested in having
their employees tested against common social engineering attacks, inclu-
ding phishing, smishing and vishing. 47 pct. had a medium/high interest in
having their employees tested, while 28 pct. had low interest in the matter.

Figure 36: SE Teest of Employees
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Most interesting is perhaps that 25 pct. of the respondents answered that
they did not know whether or not they were interested in having their
employees tested (cf. figure 36). The results from this are almost identical to
the respondents’ answers of whether or not they were interested in having
their employees subjected to awareness training (cf. figure 37).

Figure 37: Interest in Awareness Training
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6.2 - Questionnaire on Awareness Training Methods

At the international workshop, the attendees were asked to answer a que-
stionnaire relating to awareness training methods. In total, 21 respondents
answered the questionnaire, of which 28 pct. were from management level,
28 pct. were from the organisations’ IT-departments, and 42 pct. were re-
gular users, as illustrated in figure 38.

Figure 38: Type of Users
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The median age of the respondents was 39,7 and 86 pct. of the respondents
were male, while the remaining 14 pct. were female.

Of the 21 respondents, 48 pct. answered that they had previously received
awareness training, while 52 pct. had not.
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Figure 39: Previously Received Awareness Training
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Of those who had received awareness training, the majority had received
training in the form of leaflet/poster, video training or classroom training
as illustrated in the results presented in figure 40.

Figure 40: Type of Awareness Training
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Some respondents have experience with serious games, digital or other
creative delivery method for receiving awareness training, in relation to
social engineering. As such, almost 43 pct. have had awareness training
from leaflets, 38 pct. has received either training by video (e.g. webinar or
otherwise) or classroom training.

Only 23 pct. have received other forms of training or have used serious
games for incidental learning. Serious games typically employ some form
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of incidental learning, i.e. where the players learn relevant information by
playing an interactive game. Respondents were also asked, which delivery
methods they perceived to have the biggest impact on their organisation, in
relation to awareness training methods. More than 52 pct. of the respondents
identified serious games as the delivery method with the biggest impact on
their organisation, followed by classroom training amounting to 43 pct.,
as answered by the respondents. In addition, respondents were asked to
consider, which delivery methods for awareness training they would perso-
nally prefer, and the results closely resembled the results on which delivery
methods they perceive to have the biggest impact on their organisation, as
illustrated in figure 41 and 42, respectively.

Figure 41: Methods with the Biggest Impact
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Finally, the respondents were asked to consider which teaching methods
for awareness training they believed were the easiest to implement in their
respective organisation.

Surprisingly, none answered serious games, which initially was perceived
to have the biggest impact, as well as of personal preference to most of the
respondents. Instead, classical methods, e.g. frontal classroom teaching,
was believed to be the easiest to implement, which could be the result of
known benefits from this type of training.
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Figure 42: Personal Preference on Awareness
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Leaflets/posters were the second highest method on the list. We believe the
respondents answered that the classroom teaching and the leaflet/poster
methods were the easiest to implement, as these are methods that the re-
spondents have some form of experience with, making it easier for them
to rely on the traditional methods over more innovative methods such as
games, which for some may constitute an entirely new concept for receiving
awareness training.

Figure 43: Easiest Methods to Implement
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This concludes the chapter on the dissemination action associated with
Project SAVE. In the following chapter we will address concluding remarks
on the experiences and results gained from the study.
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Chapter 7:

Conclusion

137



Chapter 7/

7. Conclusion

As outlined in the introduction, the objective of Project SAVE is three-fold:
(1) To conduct an explorative investigation of social engineering 2.0, by
performing simulated attacks in a real-life setting; (2) raise awareness, by
disseminating the results to key stakeholders in industry, government and
academia; and (3) to provide recommendations on how to mitigate the as-
sociated risks, by developing a social vulnerability assessment framework for
assessing the organisational vulnerabilities relating to the human element
of cyber security (cf. chapter 1).

The conclusion of this study will start by summarising the results of the
simulated attacks, followed by the proposed framework for mitigating risks.
The chapter will be finalised by providing recommendations for further
studies on the phenomenon of social engineering, more specifically on
topics that have not been covered in this study.

7.1 - Summary of Results

Three organisations have been targeted with a total of 185 social engineering
2.0 attacks, where various reconnaissance methods and attack vectors have
been applied, which have been used to test their social vulnerability level.
All three organisations were either directly part of critical infrastructure in
Denmark, or have a supporting function to critical infrastructure.

Two out of three targets that were involved in the study had significant
public information available about them from open sources, which were
successfully utilised in the attacks conducted. However, the one with the
least information available, namely Target #2, proved to be the one with
the highest success rate during the attack phase, with an amount of 77 pct.
successful attacks (cf. table 20). For Target #1 and Target #3 the number of
successful attacks amounted to 60 pct. and 43 pct., respectively.

As covered in section 5.4, the most deceptive attack vector was SMS with
an aggregated success rate of 88 pct., while the least successful was the USB
vector, which did not deceive any of the recipients of the USB drives. We
believe the deceptiveness of the SMS vector relies on the trust that people
generally have for their smartphones, which can be considered a more per-
sonal device than a computer, since most people carry their phones with
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them everywhere. We believe this to be the main reason for why people in
general fall for smishing attempts. Additionally, most are unaware of the
concept of SMS spoofing, which makes it easier to successfully trick people
into conducting certain actions.

Of the 185 attacks executed against the three participating target organi-
sations, only seven instances occurred, where an incident was reported to
the responsible department or employee, e.g. the internal IT-department
(cf. section 5.4.1). This illustrates how deceptive social engineering can
be — even more so when considering that multiple attack vectors were ap-
plied simultaneously and against multiple targets. This should have raised
the awareness level of employees, or perhaps raised a few red flags within
the respective organisations that participated in the social vulnerability
assessment. A real social engineering attack would only utilise one or two
attack vectors, and only target a few individuals from each organisation,
in order to avoid raising suspicion amongst the employees. It is important
to note that an attacker would, in many cases, only need to compromise
a single user in order to gain access, or in order to be able to escalate the
attack from within the organisation’s network.

The results of the study were disseminated at a national and an international
workshop and were well received. From dialogues with participants at the
workshops, we have determined that people in general were expecting the
attempts to work, yet the overall success rate was alarming to most of the
organisational representatives who were present at the workshops.

7.2 - Framework for Social Vulnerability Assessment

Based on the experiences from Project SAVE, we have constructed a
framework for assessing the social vulnerabilities of an organisation — an
assessment that we believe can provide a basis for understanding how vul-
nerable the human factor of a company is.

The framework is inspired by (1) the approach utilised in the SAVE study,
and (2) by a report from the SANS Institute, named A Multi-Level Defense
Against Social Engineering (2003)%". These frameworks both provide an in-
depth strategy for securing against social engineering attacks, a strategy
which we believe to be one of the most consistent compilation of useful
advices on how to mitigate the risk of social engineering.
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7.2.1 - A Multi-Level Defence Against Social Engineering

The following multi-level defence against the threat of social engineering
covers four levels: (1) policy level, (2) parameter level, (3) persistence level,
and (4) defensive level. These four levels, combined with the proactive SVA
approach, establish a solid foundation for mitigating the risks of social
engineering attacks (cf. section 7.2.2 for overview of the complete proposed
framework). In other words, we believe the proposed framework will pro-
vide the necessary measures for countering most social engineering attacks.

7.2.1.1 - Policy Level

The foundation of cyber security in an organisation is the strategic level, of
which the policies set the standards and level of security. This extends to
more than mere IT-policies, and can include how to handle questionable
request from customers calling the organisation’s support lines®.

A study in metacognition has established that increasing the confidence of
employees, by providing clear policies, decreases the chance of an attacker
influencing an employee to divulge otherwise restricted information®.

The security policies must address several areas, including access, both
physical and cyber-wise, procedures for setting up accounts, password
changes, shredding of papers, locks, escorting of visitors, internal and
external email policy and phone policies for partners, customers, and so
forth. Most importantly is that the policies must be enforced, which requires
organisational discipline®.

7.2.1.2 - Parameter Level

Once the policy level has been implemented, the parameter level should
be established. The parameter level includes security awareness training
of all users®. This can effectively be divided into training of three different
groups of employees: (1) management, (2) IT and HR, and (3) other users.

The reason for dividing the employees into groups is that each group ty-
pically has a different level of access to information. While management
might have access to sensitive information, the IT-department might have
systemic access, and HR might have access to confidential information
about employees. Finally, other users such as customer support or sales
representatives are faced with other attacks than the former groups, which
creates basis for tailored training of each respective group of employees.

140



Project SAVE - Social Vulnerability & Assessment Framework

Good resistance training will help prevent employees from being talked
into divulging critical or confidential information, and awareness training
will teach them to identify social engineering attempts®.

7.2.1.3 - Persistence Level

A complete defence against social engineering attacks requires regular
reminders to prime and maintain a high level of security consciousness®.
As such, we recommend not only continuous awareness training but also
proactive testing, applying actual SE attempts, to maintain a required level
of awareness of the methods and the threat it constitutes. Creativity sets the
limit on the reminder implemented in an organisation.

A novel approach could be to apply serious games as a method to maintain
a high level of awareness. Employees could be required to play a serious
game for 10 minutes every week, in an effort to remind them of the dangers
of SE and the various scenarios and attack vectors used in an attack, rather
than receiving six hours of awareness training twice a year.

7.2.1.4 - Defensive Level

The final level is the defensive level, which revolves around an established
incident response plan (IRP). This is a critical level, as a defined procedure
for handling an identified attempt will let the employee know how to deal
with suspicious behaviour or attempts from third parties®. There is a need

for a well-defined procedure that can be set forth as soon as an attempt is
identified.

If an organisation lacks a clear and well-defined incident response proce-
dure, it can either cause panic (if everyone is notified of an incident) or
it will leave it up to each individual employee to define an approach for
handling the situation, which will decrease the effectiveness, as opposed to
having a defined procedure that everyone strictly adhere to, with a central
actor being the central point of contact for identified or suspected social
engineering incidents.

An incident response plan typically includes six steps: (1) Preparation,
which includes policies, (2) detection and identification of the incident,
(3) containment of incident, (4) remediation of malware, (5) recovery from
the attack, which could include resetting system before reintroducing them
to the company network, and (6) reporting of the experience gained from
the incident.
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7.2.2 - Social Vulnerability Assessment Framework

Based on the methods covered in the previous section 7.2.1, the following
framework presented in table 30 can be constructed, which acts as an
overview of the guidelines:

Table 30: SVA Framework

Level Description Methods Frequency
1. Assess Using the same SVA e Reconnaissance Initial testing
Vulnerability | methods applied in this e Phishing
Level study, could provide the e Smishing

basis for initial assessment | e PDF attack

of the vulnerability level e USB attack

in an organisation, using

simulated attacks as the

baseline for assessment.
2. Policy Strategic policies that o IT policy Update when
Level dictates how employees e Procedure needed

are to act in a given guidelines

situation, providing the e Business ethics

tools for the employee to

counter social engineering

attempts through policies

and procedures.
3. Parameter | Awareness training of e Classroom training | Every 3-6
level employees tailored to o Webinar months

the specific user group e Serious games

they represent: (1) o Leaflets

management, (2) IT & e Video training

HR, and (3) other users.

The awareness training

should address each aspect

of the interaction between

people, both internally

and externally, and take

its departure from the

policies implemented,

acting as a guide for the

awareness training.
4. Persistence | A complete defence e Proactive testing Daily /
Level against social engineering e Awareness training | weekly /

attacks requires regular ¢ Reminders monthly /

reminders to maintain quarterly
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5. Defensive | It is critically important e Incident response Updated
Level to have an incident procedure when
response plan in place, e Point of contact required

so that employees know
who they should contact,
when an SE attempt has
been identified, and the
IT or security department
knows how to handle the

incident.
6. Reassess Reassessment of the e Reconnaissance Continuous
Vulnerability | vulnerability level of the e Phishing testing
Level organisation allows for e Smishing

measuring the effect of the | e PDF attack
implemented policies and e USB attack
the effect of the awareness
training. The results can be
compared with the initial
testing conducted prior to
the implementation.

7.3 - Recommendations for Additional Research

As a results of the entire process and results showcased in this study, we
recommend further studies to be conducted on the phenomenon of social
engineering, both considering the conventional methods (cSE) as well as
the evolved SE 2.0 methods and techniques. In appendix E, we have com-
piled a list of studies that relates to social engineering, which can provide
the reader of this study additional material on the subject.

Our recommendations for additional research in the field are to further
investigate three aspects of social engineering: (1) advanced reconnais-
sance methods, (2) the insider threat, and (3) reverse social engineering
(rSE). Each represents an aspect of social engineering, which has not been
covered in the current study, and which are complex enough to constitute
a study on its own.

7.3.1 - Advanced Reconnaissance Methods

We believe further studies into the applied reconnaissance methods are
relevant, in terms of gaining a greater understanding of how and where
social engineers collect their intelligence on targets. Specifically, various
methods of both tactical applications, e.g. electronic warfare (EW), as well
as strategic, e.g. signals intelligence (SIGINT), have become increasingly
available options for attackers. The technological development of software-
defined radios (SDR) at affordable prices means that most are able to acquire
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technology that can provide advanced signals intelligence, which in return
can be applied in more advanced social engineering attacks.

Additionally, the availability of drones for commercial means are increa-
singly becoming a privacy concern, as they can be used in connection with
the SDR for aerial SIGINT, which can fly over military bases, government
buildings, airports, large corporations, etc., and collect vital data on cellu-
lar handsets, geo-mapping the whereabouts of personnel and conducting
MITM-attacks. The capabilities that were previously reserved for the defence
sector are increasingly becoming available for civilians, who can apply them
for criminal activities.

Commercially available hardware can therefore be applied for tactical ope-
rations, both by rogue hacking teams as well as by state-sponsored groups.
For these reasons and more, we believe further research into the vast array
of possible reconnaissance methods should be subjected to continuously
investigation, which can provide a dual purpose of both understanding
reconnaissance methods applied for criminal activities, as well as enhance
current methods for the intelligence and defence sector in an operational
capacity.

7.3.2 - The Insider Threat

A demonstrator project could provide insight into whether or not it would
be possible to forge a candidate’s educational papers and professional re-
cord, in an effort to apply for a job in a pre-defined organisation/company
that constitutes part of critical infrastructure, from where the candidate’s
objective would be to extract data from the target organisation. Measurable
parameters could include how long (time) a candidate was able to conti-
nue the exfiltration, and how sensitive information (lateral movement) the
candidate was able to acquire from various critical locations, offices or
departments, within the target organisation.

7.3.3 - Reverse Social Engineering (rSE)

Perhaps one of the most complex methods that a social engineer can at-
tempt is reverse social engineering (rSE). Reverse social engineering refers
to the attacker setting the stage, so that instead of a social engineer being the
one to approach the target, the target is the one who approaches the social
engineer. This could provide basis for yet another interesting study on the
subject of social engineering. A study on rSE is recommended to focus on
the psychology of social engineering, including mapping of psychological
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profiles, concepts of nudging, subliminal manipulation of people, and
methods for deceptive stage setting.

7.4 - Final Comments

Social engineering remains a very real threat and risk for all layers of society,
ranging from private individuals to corporations, to critical infrastructure
and public institutions and governmental bodies.

Currently, social engineering seems to have free reign, particularly the rise in
ransomware attacks is considered an indication of this, as the attacks almost
doubled from 2013 to 2014%. However, when businesses start taking social
engineering seriously and thus start to implement smart — not complex -
defensive measures, to protect themselves against these methods, potential
attacks will become more difficult for attackers to execute.

In relation to this, we believe the proposed framework can inspire for a
smart implementation of effective counter-measures to mitigate the risk
of social engineering attacks, and call for a change in the current business
culture, with the purpose of raising the awareness level of employees, thus
providing the necessary basis to stay ahead of the attackers.
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9. Appendices
Appendix A: User Agents

Following explains the various sections of a user agent:

The application Browssrityps heoperaing Any extensions installed with
name ("Mozilla™) ("Microsoft Internet system. "NT 5.1" = thie browser/ayatem = Kera,
and version \ Explorer”) and “)v(lPI".qunc:P NET vession 1.1.4322
("4.0%): version ("7.0")l "Windows / e
Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 1.1.4322)
b =
“compatible” shows that N

this browser works correctly in / y
conjunction with the following:

Following explains the process of how a website interprets the data in the
user agent, which is to be used to circumvent countermeasures implemented
in the Google Search Engine:

A user goes to “http://www.example.com” using Internet
Explorer 7.

|

The browser sends the web server a user agent string of "Mozilla/4.0
(compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 1.1.4322; .NET
CLR 2.0.50727; .NET CLR 3.0.04506.30)"

The website scans this user agent, and from the "MSIE 7.0" part,
decides that this user is using Internet Explorer 7.

Due to its complex CSS design, the website outputs a different
CSS stylesheet called “1E-Specific.css” so that Internet Explorer
will display the website as desired.

The browser displays the page based on this IE-Specific.css
stylesheet, and as such “http://www.example.com” now looks
correct when using Internet Explorer.
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Appendix B: SNA Centrality

The following describes the various degree of centrality relating to a social
network analysis (SNA). While this information is crucial for the analyst, we
found it less relevant to discuss in the context of Project SAVE, and hence
included it in the appendices.

Betweenness centrality measures the number of paths that pass through
each entity. This can identify entities with the ability to control information
flow between different parts of the network. These are sometimes referred
to as gatekeepers (Carley (2005): 7). Gatekeepers might have many paths
that run through them, which allow them to channel information to most
of the other entities within the network. Alternatively they might have few
paths, but still be a powerful facilitator, if they e.g. are positioned between
different structurally important and key network clusters or subgroups
(Carley (2005): 14).

Closeness centrality measures the proximity of an entity to the other enti-
ties in the network. An entity with a high measure of closeness centrality
has the shortest paths to the other entities, allowing them to pass on and
receive communication more quickly than anybody else in the network.
Information travels further to and from an entity on the edge of a network
that is attached to few other entities. These will have a lower measure of
closeness centrality. Closeness centrality measures both direct and indirect
closeness, where direct closeness is when two entities are connected by
a link, and indirect closeness when information can pass only from one
entity to another via a path that runs through one or more entities (IBM
i2 Analyst Notebook).

Degree centrality is a key concept within SNA and denotes how centralised
the network is. A highly centralised network is dominated by one (or few)
person(s) who controls the information flow, and can become a single point
of communication failure. A less centralised network has no single point of
failure as more people have access to the same information and the same
communication channels (Ibid; Carley (2005): 14).

Eigenvector measures how connected an entity is, and how much direct
influence it might have over other connected entities, by considering the
eigenvector scores of the entities that the initial agent is connected to, e.g.: a
person with a high eigenvector score is likely to be at the center of a cluster
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of key entities that themselves have high eigenvector scores. That person
can communicate directly with those key entities compared with a person
with a low eigenvector score located in the periphery of the network (IBM
i2 Analyst Notebook).
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Appendix C: Targeted Ads

Introduction

Social networks make much of their profit though advertisement, and
very often they give advertisers the possibility to target specific audiences
based on attributes such as age, gender and location. However, some social
networks also allow advertisers to upload lists of existing customers that
they want to target, making it possible to narrow the audience down to a
few users; or just a single individual.

This was exploited by the American blogger, Brian Swichkow, in a prank
he played on his roommate in 2014. Brian Swichkow created Facebook ads,
and uploaded a list of target user’s containing only one user: his roommate.
He also made sure that the ads contained personal information about his
roommate that only very few people knew. Brian Swichkow’s blog contains
more details on how this was done.

The Targeted ads-attack exploits the possibility of very narrow targeting
of ads to launch a phishing attack against an individual or a small group
of individuals. The goal is to show the targets ads containing a link, which
(if clicked) will direct the target to a malicious website to phish his or her
credentials.

The benefit of using ads on social networks for the attack compared to other
channels is that the ad will be shown embedded in the layout of a site the
user trusts, namely the social network. We believe that this will make the
attack more credible than if the link to the malicious website was presented
to the user e.g. in a phishing e-mail.

Description

First the attacker obtains e-mail addresses and/or social network profiles
for the users that should be targeted. The attacker also prepares a malicious
website that can phish credentials from users. This will most likely be done
by imitating a well-known site that the target users are already using. Now,
the attacker creates ads on a social network which links to the malicious
website. When targeting the ads to users, use the different features of the
social network’s advertisement system to target the ad to the users desired
targets, e.g. by just using a target list feature.
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If uploading a list of targets is not possible on the social network, other
features such as narrowing the target audience it to specific ages, locations,
interests etc. could be used. However, this will probably result in the phishing
ad being shown to more users than desired, which might make the attack
more likely to get noticed, and will also make it more expensive, since the
advertisers usually pay per time an ad is shown to a user.

The attack is successful if the user clicks the link in the ad and provides his
credentials on the malicious website. However, we do also count the num-
ber of visitors that visited the website but did not provide their credentials.

Social Network

The social network used could be any social network that allows adverti-
sers to target the ads narrowly enough such that they are only shown to
very few users. The prank described in the preceding section shows that it
is possible to do with Facebook since it is possible here to upload a list of
users to target using the Power Editor. It is also possible to upload such a
list when advertising via Twitter.

® ®®  p3rowerEditor x Y £

€ - C fnps manage/p aw B G @ =

Create a Custom Audience

1 | Copy and paste your customer list

Copy and paste a st of amails, phone NUMbers, Facebook user IS of mobile advertiser IDs from

ins from a spreadsheat with one record per row of a list of records separated

@ | agree 10 the Facebook Custom Audiences Terms.
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We also investigated whether it is possible to do the same in LinkedIn, which
seems not to be the case. We have not investigated any other social networks.

Concerns

The social networks have a great interest in not directing users to malicious
websites since this could damage the network’ reputation. So it is likely that
the networks will have some kind of automatic checking that the websites
advertised on their site are not malicious. So, a successful attack will have
to somehow circumvent this protection. Also, since an attack is successful
only when a user clicks the link and trusts it the website enough that he
provides his credentials on it, the website and the ad should be made such
that the user wants to click it and provide his credentials on the site. How
this is done depends on the targeted users and what credentials the attack
is seeking to obtain.

References

o http://mysocialsherpa.com/the-ultimate-retaliation-pranking-my-roommate-with-
targeted-facebook-ads/

o https://www.facebook.com/business/a/online-sales/custom-audiences.

o https://blog.twitter.com/2014/new-ways-to-create-and-use-tailored-audiences.
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The following is the documentation for the field trial testing with the results
for each recorded attack. The first part of the line is a timestamp. The part of
the form T1PHa or similar is an identifier - each attack was given a unique
identifier in order to be able to distinguish one from another. The string
following the identifier is 1/8 of the hash of the user’s IP address, which is
used to see if a user was compromised on several platforms. The last part
is an optional data-parameter, which for most part was null, except for the
phishing attacks where the user is redirected to a form to provide his cre-
dentials - here it is a hash of the username provided by the user.

Thu Dec 03 15:07:07 UTC 2015 (from T2PHa, fOOwhKs2): null
Thu Dec 03 15:07:11 UTC 2015 (from T2PHb, f0OwhKs2): null
Thu Dec 03 15:07:14 UTC 2015 (from T2PHc, fO0OwhKs2): null
Thu Dec 03 15:07:17 UTC 2015 (from T2PHd, fOOwhKs2): null
Thu Dec 03 15:08:25 UTC 2015 (from T2SM, fO0OwhKs2): null

Thu Dec 03 15:09:02 UTC 2015 (from T2SP, fO0OwhKs2): null

Thu Dec 03 15:09:06 UTC 2015 (from T2W, fOOwhKs2): null

Thu Dec 03 15:09:22 UTC 2015 (from T2USB, f0OwhKs2): null
Thu Dec 03 15:51:59 UTC 2015 (from T1PHb, Ilzz8wOqg): null
Thu Dec 03 15:52:24 UTC 2015 (from T1PHb, Il1zz8wOqg): null
Thu Dec 03 15:54:06 UTC 2015 (from T1PHb, Ilzz8wOqg): null
Thu Dec 03 16:43:36 UTC 2015 (from T1PHb, Ilzz8wOqg): null
Thu Dec 03 16:43:51 UTC 2015 (from T1PHb, I1zz8wlOqg): null
Thu Dec 03 18:11:45 UTC 2015 (from T1SMa, SWFHS5MOH): null
Thu Dec 03 18:13:02 UTC 2015 (from T1SMb, 1BTGOVKQ): null
Thu Dec 03 18:13:23 UTC 2015 (from T1SMb, 1BTGOVKQ): null
Thu Dec 03 18:16:22 UTC 2015 (from T1SMc, RbYQVuk2): null
Thu Dec 03 18:18:43 UTC 2015 (from T1SMc, RbYQVuk2): null
Thu Dec 03 18:18:45 UTC 2015 (from T1SMc, RbYQVuk2): null
Thu Dec 03 18:18:46 UTC 2015 (from T1SMc, RbYQVuk2): null
Thu Dec 03 18:20:37 UTC 2015 (from T1SMc, RbYQVuk2): null
Thu Dec 03 18:20:56 UTC 2015 (from T1SMc, RbYQVuk2): null
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Thu Dec 03 18:22:49 UTC 2015 (from T1SMc, RbYQVuk2): null
Thu Dec 03 18:22:52 UTC 2015 (from T1SMc, RbYQVuk2): null
Thu Dec 03 18:52:06 UTC 2015 (from T1SMa, SWFHS5MOH): null
Thu Dec 03 21:15:59 UTC 2015 (from T1SMb, 1BTGOVKQ): null
Thu Dec 03 21:19:25 UTC 2015 (from T1SMb, 1BTGOVKQ): null
Fri Dec 04 07:55:36 UTC 2015 (from T1PHa, jCuORf4E): null
Fri Dec 04 07:55:36 UTC 2015 (from T1PHa, jCuORf4E): null
Fri Dec 04 11:50:23 UTC 2015 (from T1SMc, eHY0gS2j): null
Mon Dec 07 12:08:37 UTC 2015 (from T2SMe, 1Q+fUoXv): null
Mon Dec 07 12:08:40 UTC 2015 (from T2SMf, 1Q+fUoXv): null
Mon Dec 07 12:08:52 UTC 2015 (from T2SMg, 1Q+fUoXv): null
Mon Dec 07 12:09:08 UTC 2015 (from T2SMg, 1Q+fUoXv): null
Mon Dec 07 12:39:37 UTC 2015 (from T2PHc, 6aeen7jK): null
Mon Dec 07 12:40:38 UTC 2015 (from T2PHc, 6aeen7jK): null
Mon Dec 07 12:41:21 UTC 2015 (from T2PHb, Eao8aVnd): null
Mon Dec 07 12:52:15 UTC 2015 (from T2SMg, 3WKgnPbV): null
Mon Dec 07 12:54:00 UTC 2015 (from T2SP, 3WKgnPbV): null

Mon Dec 07 12:55:43 UTC 2015 (from T2SMf, 3WKgnPbV): null
Mon Dec 07 12:55:57 UTC 2015 (from T2SMf, 3WKgnPbV): null
Mon Dec 07 12:56:43 UTC 2015 (from T2SMf, woV65EyJ): null
Mon Dec 07 12:57:44 UTC 2015 (from T2SP, 3WKgnPbV): null

Mon Dec 07 12:59:57 UTC 2015 (from T2SP, 3WKgnPbV): null

Mon Dec 07 13:00:46 UTC 2015 (from T2SP, 3WKgnPbV): null

Mon Dec 07 13:12:44 UTC 2015 (from T2SMe, 6TNXXC+A): null
Mon Dec 07 14:01:15 UTC 2015 (from T2SMe, eHY0gS2j): null
Mon Dec 07 14:01:18 UTC 2015 (from T2SMe, eHY0gS2j): null
Mon Dec 07 14:01:19 UTC 2015 (from T2SMe, eHY0gS2j): null
Mon Dec 07 14:01:20 UTC 2015 (from T2SMe, eHY0gS2j): null
Mon Dec 07 14:01:20 UTC 2015 (from T2SMe, eHY0gS2j): null
Mon Dec 07 14:01:20 UTC 2015 (from T2SMe, eHY0gS2j): null
Mon Dec 07 14:01:21 UTC 2015 (from T2SMe, eHY0gS2j): null
Mon Dec 07 14:01:21 UTC 2015 (from T2SMe, eHY0gS2j): null
Mon Dec 07 14:01:21 UTC 2015 (from T2SMe, eHY0gS2j): null
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Mon Dec 07 14:01:22 UTC 2015 (from T2SMe, eHY0gS2j): null
Mon Dec 07 14:01:22 UTC 2015 (from T2SMe, eHY0gS2j): null
Mon Dec 07 14:18:15 UTC 2015 (from T2PHd, KGtGNgE9): null
Mon Dec 07 14:18:54 UTC 2015 (from T2PHd, KGtGNgE9): null
Mon Dec 07 14:19:44 UTC 2015 (from T2PHd, KGtGNgE9): null
Mon Dec 07 14:20:16 UTC 2015 (from T2PHd, KGtGNgE9): null
Mon Dec 07 14:44:18 UTC 2015 (from T2PHa, 6aeen7jK): null
Mon Dec 07 14:44:26 UTC 2015 (from T2PHa, 6aeen7jK): null
Mon Dec 07 14:53:07 UTC 2015 (from T2SMe, 1Q+fUoXv): null
Mon Dec 07 14:53:10 UTC 2015 (from T2SMf, 1Q+fUoXv): null
Mon Dec 07 14:53:13 UTC 2015 (from T2SMg, 1Q+fUoXv): null
Mon Dec 07 14:57:23 UTC 2015 (from T2SMh, 1Q+fUoXv): null
Mon Dec 07 14:57:30 UTC 2015 (from T2SMi, 1Q+fUoXv): null
Mon Dec 07 15:05:44 UTC 2015 (from T2PDF, 1Q+fUoXv): null
Mon Dec 07 15:11:00 UTC 2015 (from T2PDF, 1Q+fUoXv): null
Mon Dec 07 15:13:50 UTC 2015 (from T2PDF, +sDcojJs): null
Mon Dec 07 15:14:10 UTC 2015 (from T2PDF, +sDcojJs): null
Mon Dec 07 15:14:12 UTC 2015 (from T2PDF, +sDcojJs): null
Mon Dec 07 16:20:25 UTC 2015 (from T2SMh, +sDcojJs): null
Mon Dec 07 17:05:18 UTC 2015 (from T2SMe, 6TNXXC+A): null
Mon Dec 07 18:41:26 UTC 2015 (from T2PHd, kvauQhfQ): null
Mon Dec 07 18:43:12 UTC 2015 (from T2PDF, kvauQhfQ): null
Mon Dec 07 18:44:35 UTC 2015 (from T2PHd, kvauQhfQ): null
Mon Dec 07 18:47:37 UTC 2015 (from T2SMh, KGtGNgE9): null
Mon Dec 07 18:59:47 UTC 2015 (from T2PDF, kvauQhfQ): null
Tue Dec 08 07:32:42 UTC 2015 (from T2PHb, 6aeen7jK): null
Tue Dec 08 13:55:46 UTC 2015 (from T3SP, f0OwhKs2): null

Tue Dec 08 14:25:13 UTC 2015 (from T3SP, fO0OwhKs2): null

Tue Dec 08 14:34:08 UTC 2015 (from T3SP, fO0OwhKs2): null

Tue Dec 08 23:26:26 UTC 2015 (from T3SP, +aUfFE5e): null

Tue Dec 08 23:47:45 UTC 2015 (from T3SP, +aUfFE5e): null

Wed Dec 09 08:54:47 UTC 2015 (from T3USB, f0OwhKs2): null
Wed Dec 09 09:06:55 UTC 2015 (from T3USBa, fO0OwhKs2): null
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Dec 09 09:07:06 UTC 2015 (from T3USBb, f0OwhKs2): null

Dec 09 09:07:10 UTC 2015 (from T3USBc, f0OwhKs2): null
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Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
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Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
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14
14
14
14
14
14
14
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15:

15:

15:
15:

10

20:
20:
20:
20:

20:
20:

20:

22
22

22:
22:
22:
22:

22

22:
22:
22:

22

23:
23:
23:

33:53 UTC 2015 (from T3SP, fO0OwhKs2): 688787d8
34:10 UTC 2015 (from T3SP, fO0OwhKs2): 688787d8
34:23 UTC 2015 (from T3SP, fO0OwhKs2): €797c0013
39:45 UTC 2015 (from T3SP, fO0OwhKs2): 688787d8
40:14 UTC 2015 (from T3SP, f0OwhKs2): cb8379%ac
:13:01 UTC 2015 (from T1SMa, ZEh50bC2): null

28:24 UTC 2015 (from T3SP, +aUfFE5e): 707a3c64
30:25 UTC 2015 (from T3SP, +aUfFE5Se): 707a3co64
31:02 UTC 2015 (from T3SP, +aUfFEb5e): 9f584196
35:50 UTC 2015 (from T3SP, +aUfFE5e): 707a3c64
36:17 UTC 2015 (from T3SP, +aUfFE5e): 707a3co64c
37:13 UTC 2015 (from T3SP, +aUfFES5e): 5791 7bceb
37:39 UTC 2015 (from T3SP, +aUfFE5e): 688787d8
:22:00 UTC 2015 (from T3USBa, +aUfFE5e): null
:22:24 UTC 2015 (from T3USBa, +aUfFEb5e): null
22:26 UTC 2015 (from T3USBb, +aUfFE5e): null
22:29 UTC 2015 (from T3USBa, +aUfFE5e): null
22:30 UTC 2015 (from T3USBc, +aUfFE5e): null
22:49 UTC 2015 (from T3USBa, +aUfFE5e): null
:22:50 UTC 2015 (from T3USBb, +aUfFEb5e): null
23:15 UTC 2015 (from T3USBa, +aUfFE5e): null
23:16 UTC 2015 (from T3USBb, +aUfFE5e): null
23:34 UTC 2015 (from T3USBa, +aUfFE5e): null
:23:36 UTC 2015 (from T3USBa, +aUfFEb5e): null
02:02 UTC 2015 (from T3USBa, +aUfFE5e): null
02:51 UTC 2015 (from T3USBa, +aUfFE5e): null
09:04 UTC 2015 (from T3USBb, +aUfFE5e): null

Dec 14 23:12:53 UTC 2015 (from T3USBc, +aUfFE5e): null

Dec 15 06:43:48 UTC 2015 (from T3SP, +aUfFE5e) : ad3e69e9

Dec 15 06:48:32 UTC 2015 (from T3PH, +aUfFE5e): 707a3c64c

Dec 15 07:00:53 UTC 2015 (from T3SMla, 1Q+fUoXv): null
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(from
(from
(from
(from
(from
(from
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(from
(from
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T3SM2a, 1Q+fUoXv): null
T3SM2b, 1Q+fUoXv): null
T3SM2c, 1Q+fUoXv): null
T3SM3a, 1Q+fUoXv): null
T3SM3b, 1Q+fUoXv): null
T3SM3c, 1Q+fUoXv): null
T3SM4a, 1Q+fUoXv): null
T3SM4b, 1Q0+fUoXv): null
T3SPa, 1Q+fUoXv): null
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52 UTC 2015
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19 UTC 2015
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55 UTC 2015 (from T3PH, +sDcojJs): bfb2£f0821

23 UTC 2015

08 UTC 2015
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Dec 15 18:35:56 UTC 2015 (from T3SM3a, TTXY1U2U): null
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Dec 15 18:37:05 UTC 2015 (from T3SM4b, 1xrGjvmo): null
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Dec 15 18:48:17 UTC 2015 (from T3SM4b, 1xrGjVmo): null
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T3SM2b, +sDcojJs): null
T3USBa, +sDcojJs): null
T3USBb, +sDcojJs): null
T3USBc, +sDcojJds): null
T3USBa, +sDcojJs): null
T3USBb, +sDcojJs): null
T3USBc, +sDcojJds): null
T3SM2a, p6/empje): null
T3SMla, 3380bpWF): null
T3W, 3380bpWF): null

T3SPa, 3380bpWF): null
T3SPb, 3380bpWF): null
T3SPb, 3380bpWF): null
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T3W, goZ7NGSE): null

T3W, +aUfFE5e): null

T3SPa, +aUfFE5e): null
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Sun Jan 24 18:57:45 UTC 2016 (from T3W, +aUfFE5e): null
Sun Jan 24 18:57:46 UTC 2016 (from T3W, +aUfFE5e): null
Sun Jan 24 19:40:49 UTC 2016 (from T3SPa, 60oDgfsbb): null
Sun Jan 24 19:41:09 UTC 2016 (from T3SPa, 6oDgfsbb): null
Sun Jan 24 19:41:44 UTC 2016 (from T3SPa, 6oDgfsbb): null
Sun Jan 24 20:49:57 UTC 2016 (from T3SPc, N/RIs30+): null
Sun Jan 24 21:41:57 UTC 2016 (from T3SPb, ismdcGiy): null
Sun Jan 24 21:48:07 UTC 2016 (from T3SPb, ismé4cGiy): null
Mon Jan 25 06:48:57 UTC 2016 (from T3W, +sDcojJds): null
Tue Jan 26 05:10:00 UTC 2016 (from T3SPc, LhGjveM7): null
Wed Feb 03 21:16:23 UTC 2016 (from T1SPa, +aUfFEbe) : USER-PASS
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10. Glossary

Access Point (AP) - In computer net-
working, it refers to a network access
point, e.g. wireless access point that al-
lows Wi-Fi compliant devices to connect
to the network.

Accidental Insider Attack — Refers to
an unintentional insider attack, which
is caused by an employee from within
the organisation, e.g. by taking a selfie,
revealing company confidential docu-
ments in the background of the photo.

AP — cf. Access Point.

Attack Vector - An attack vector is a
path or means by which the attacker can
gain access to a computer or network
server in order to deliver a malicious
outcome. Attack vectors enable the at-
tacker to exploit system vulnerabilities,
including the human element. Most
notoriously known is perhaps the phish-
ing attack.

Awareness Training - Education and
training of employees with the purpose
of raising their security consciousness,
i.e. make people more aware of potential
cyber threats.

Big Five Framework - A psychological
framework based on common language
descriptors of personality, which is used
for conducting a personality profiling
of people, by dividing them into one of
five categories: Openness; Conscien-
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tiousness; Extraversion; Agreeableness;
Neuroticism.

BlackEnergy3 - Refers to a specific type
of malware (cf. malware).

Blackhat - A blackhat is a hacker with
criminal intent, who attempts to gain
unauthorised access to systems. Can
also refer to the annual BlackHat cyber
security conference.

Bring Your Own Device (BYOD) - Re-
fers to the policy of permitting emplo-
yees to bring personally owned devices
(laptops, tablets, and smart phones) to
their workplace, and to use those devices
to access privileged company informa-
tion and applications.

Brute Force Attack - Refers to the
mathematical guarantee for breaking a
password by exhausting every possible
combination, which is usually a time-
consuming process.

BYOD - cf. Bring Your Own Device.

ccTLD - cf. Country Code Top Level
Domain.

Centrality - cf. Appendix B.

CEO Fraud - When an attacker at-
tempts to get the accounting department
to transfer funds to the attacker’s bank
account by convincing the target that
the attacker is the CEO of the company.
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CNI - cf. Critical National Infrastruc-
ture.

Conventional Social Engineering -
Attacks conducted via the interaction
between two or more individuals with
the purpose of elicitation of information
from the target.

Country Code Top Level Domain
(ccTLD) - Country-specific Internet
top level domain name generally reser-
ved for a sovereign states, e.g. Danish
websites end in .dk, whereas British
end in co.uk.

Cracker — A cracker is someone who
breaks into someone else’s computer
system, often on a network; bypasses
passwords or licenses in computer pro-
grams; or in other ways intentionally
breaches computer security.

Crawling - Often referred to as web
crawling, is the act of systematically col-
lecting information from the Internet.
This is a common act for search engines,
which index the crawled websites.

Credential Harvesting - The act of
deceiving individuals into divulging
their username and password in a rouge
web form, either online or implemented
into an email.

Critical Infrastructure (CI) - Public
institutions and private companies that
are vital for the functioning of a society,
which can be on a national, regional
or global level. Though it differs from
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country to country, CI more often than
not includes public/private institutions
responsible for: Electricity generation,
telecommunication, water supply, public
health, transportation, financial services
and security services.

Critical National Infrastructure (CNI)
- cf. Critical Infrastructure.

¢SE - cf. Conventional Social Engine-
ering.

Darknet - Refers to an overlay network
that can only be accessed with specific
software, configurations, or authorisa-
tion, often using non-standard commu-
nications protocols and ports. A typical
darknet type is Tor.

DDoS - cf. Distributed Denial of Ser-
vice.

Deep Web - Refers to parts of the
Internet, which are not indexed on
popular search engines and therefore
more difficult to find. This can include
websites, documents, databases, but also
web mail and online banking is part of
the deep web.

Dictionary Attack - Refers to a
technique for defeating a cipher or
authentication mechanism by trying to
determine its decryption key or pass-
phrase by trying hundreds or sometimes
millions of likely possibilities, such as
words in a dictionary.
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Distributed Denial of Service (DDoS)
- Refers to an explicit attempt by at-
tackers to prevent legitimate users
use of a service. In a DDoS attack, the
incoming traffic flooding the victim
originates from many different sources -
potentially hundreds of thousands. This
effectively makes it impossible to stop
the attack simply by blocking a single
IP address; plus, it is very difficult to
distinguish legitimate user traffic from
attack traffic when spread across so
many points of origin.

Dumpster Diving - In information
technology, dumpster diving refers to a
technique used to retrieve information
that could be used to carry out an at-
tack on a computer network. It is not
limited to searching through the trash
for obvious treasures like access codes or
passwords written down on sticky notes.
Seemingly innocent information like a
phone list, calendar, or organisational
charts can be used to assist an attacker
using social engineering techniques to
gain access to the computer network.

Electromagnetic Spectrum (EMS) -
The electro-magnetic spectrum is the
collective term used for all known fre-
quencies and their linked wavelengths
of the known photons. The electromag-
netic spectrum extends from below the
low frequencies used for modern radio
communication to gamma radiation at
the short-wavelength (high-frequency)
end.
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Electronic Warfare (EW) - Refers to
a military and technological discipline
involving actions in battlespace that
utilise the electromagnetic spectrum or
directed energy.

EMS - cf. Electromagnetic Spectrum.
EW - cf. Electronic Warfare.

Field Trial Testing — The part of Project
SAVE for which the social vulnerability
assessment was conducted.

Fingerprinting Organisations with
Collected Archives (FOCA) - FOCA is
a piece of software that can scan popular
search engines (Google, Bing and Exa-
lead) for files relating to the web domain
of interest. It then crawls the files from
the Internet and then performs local
analyses of the metadata.

FOCA - cf. Fingerprinting Organisati-
ons with Collected Archives.

Google Dorking - Refers to a technique
that uses Google Search and other
Google applications to find security
holes in the configuration and com-
puter code that websites use by using
advanced search operators to locate
specific strings of information within
the search results.

Google Hacking Database - A large
collection of Google dorks that is conti-
nuously updated by the Google Hacking
community.
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Hacker - Refers to any highly skilled
computer expert capable of breaking
into computer systems and networks
using bugs and exploits. Depending on
the field of computing it has slightly dif-
ferent meanings, and in some contexts
has controversial moral and ethical con-
notations.

Hashing - Refers to the transformation
of a string of characters into a usually
shorter fixed-length value or key that
represents the original string. Hashing is
used to index and retrieve items in a da-
tabase because it is faster to find the item
using the shorter hashed key than to find
it using the original value. It is also used
in many encryption algorithms.

HID - cf. Human Interface Device.

Human Intelligence (HUMINT) - The
collection of intelligence via interperso-
nal contact. The collected information
therefore derives form human sources.

Human Interface Device (HID) - Re-
fers to a type of computer device that
interacts directly with, and most often
takes input from, humans and may de-
liver output to humans, e.g. a computer
mouse or keyboard.

HUMINT - cf. Human Intelligence.

IBM i2 Analyst’s Notebook - Refers to
a software package developed by IBM.
i2 Analyst’s Notebook is a data analysis
environment that allows analysts to
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quickly collate, analyse and visualise
data from disparate sources visually.

ICS - cf. Industrial Control System.
IDS - cf. Intrusion Detection System.

Incident Response Plan (IRP) - Re-
fers to a set of written instructions for
detecting, responding and limiting the
effects of a cyber incident. It acts as a
guideline for how to respond to and
record incidents.

Industrial Control Systems (ICS) -
ICS is a general term that encompasses
several types of control systems and as-
sociated instrumentation used in indu-
strial production, including supervisory
control and data acquisition (SCADA)
systems. ICS are typically used in indu-
stries suck as electrical, water, oil, gas
and data.

Information Gatekeepers — Refers to
employees who due to their function
within an organisation hold a significant
role with privileged access to informa-
tion and/or system access, e.g. the IT
department or human resources.

Insider Attack/Threat - Refers to a
malicious threat to an organisation
that comes from people within the or-
ganisation, such as employees, former
employees, contractors or business as-
sociates, who have inside information
concerning the organisation’s security
practices, data and computer systems.
The threat may involve fraud, the theft
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of confidential or commercially valuable
information, the theft of intellectual
property, or the sabotage of computer
systems.

Intrusion Detection System (IDS)
- Refers to a device or software ap-
plication that monitors a network or
systems for malicious activity or policy
violations.

IRP - cf. Incident Response Plan.

KillDisk - Refers to a wiper virus that
overwrites data in essential system files,
causing the computer to crash without
the possibility of doing a reboot, since
the virus overwrites the master boot
record.

Macro - A macro allows short sequen-
ces of keystrokes and mouse actions to
be transformed into other, usually more
time-consuming, sequences of keys-
trokes and mouse actions. In this way,
frequently used or repetitive sequences
of keystrokes and mouse movements
can be automated.

Maltego - Refers to a software ap-
plication, which provides an overview
of the systemic Internet protocol (IP)
infrastructure based on a web domain,
which can provide identification of
people, exchange of information, DNS
information, metadata, email addresses,
social media accounts and much more.

Malware - Short for malicious software.
Malware is any software used to disrupt
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computer or mobile operations, gather
sensitive information, gain access to
private computer systems, or display
unwanted advertising. Before the term
malware was coined, malicious software
was referred to as computer viruses.

Man-In-The-Middle (MITM) - Refers
to an attack where the attacker secretly
relays and possibly alters the communi-
cation between two parties who believe
they are directly communicating with
each other. A man-in-the-middle attack
can be used against many cryptographic
protocols and is used to either manipu-
late or eavesdrop on the information
exchange.

MD5 - Refers to a widely used hash
function producing a 128-bit hash value.

Metadata - Often characterised as
data about data, or information about
information. Metadata is defined as the
data providing information about one
or more aspects of the data; it is used to
summarise basic information about data
which can make tracking and working
with specific data easier, e.g. file size,
author of the data, timestamp, software
used for creating the data, etc.

Method Acting - In a social engineering
context, method acting refers the act of
becoming the person you are pretending
to be, including clothing, body language,
ID badge, jargon, etc.

MITM - cf. Man-In-The-Middle.
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Network Nodes - In the context of
a social network analysis, a network
node refers to a connection point in a
network, which can consist of, e.g. an
actor, a place or an object like a phone,
email or other.

Open Source Intelligence (OSINT)
- Refers to intelligence collected from
publicly available sources. In the intel-
ligence community, the term “open”
refers to overt, publicly available sources
(as opposed to covert or clandestine
sources). Most OSINT today is collected
from the Internet, but has traditionally
been collected from public archives or
libraries.

OSINT - cf. Open Source Intelligence.

Pastebin - Refers to an online web
service where you can store text for a
certain period of time. The website is
mainly used by programmers to store
pieces of sources code or configuration
information, but anyone is more than
welcome to paste any type of text. The
idea behind the site is to make it more
convenient for people to share large
amounts of text online. Leaked informa-
tion is often shared on Pastebin as well.

Paterva — Refers to the company that
has developed the software application
Maltego.

Payload - In computer security, the
payload is the part of malware, such
as worms or viruses, which performs
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the malicious action, e.g. deleting data,
sending spam or encrypting data.

PDF Attack - Refers to a specific type of
attack used in Project SAVE, consisting
of a PDF-file with an integrated link,
which when clicked confirms that the
user has opened the file.

Personality Profiling - Refers to a
psychometric testing that measures an
individual’s personality based on pre-
defined parameters. It is therefore not
a measure of intelligence or ability, but
rather a measure of behaviour.

Phishing - Phishing is an example of
social engineering techniques used to
deceive users, and exploits weaknesses
in current web security. Phishing is ty-
pically carried out by email spoofing or
instant messaging, and it often directs
users to enter personal information at
a fake website whose look and feel are
almost identical to the legitimate one.

Pretexting — Refers to an act of creating
and using an invented scenario (the
pretext) to engage a targeted victim
in a manner that increases the chance
the victim will divulge information or
perform actions that would be unlikely
in ordinary circumstances.

Ransomware - Refers to a specific type
of malware that installs covertly on a
victim’s computer, executes a crypto-
virology attack that adversely affects
it, and demands a ransom payment to
decrypt the data.
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Reconnaissance - In the context of so-
cial engineering, reconnaissance refers
to the information gathering phase of
an attack, where the attacker studies
the target(s).

Reverse Social Engineering (rSE) - Re-
fers to a specific form of social engine-
ering attack, where the attacker sets the
stage, so that instead of a social engineer
being the one to approach the target, the
target is the one who approaches the so-
cial engineer. This can be accomplished
by creating an incident that requires the
help of the social engineer.

rSE - cf. Reverse Social Engineering.

SCADA - cf. Supervision, Control and
Acquisition Data.

Scythe - Refers to a script that acts as
an account enumerator, which makes it
easy to identify social media accounts
across a vast array of social media net-
works, based on the same email account.

SDR - cf. Software Defined Radio.

SE - cf. Social Engineering.

SE 2.0 - cf. Social Engineering 2.0.
Secure Socket Layer (SSL) - A crypto-
graphic protocol that provides commu-
nication security over a computer

network.

Sentiment Analysis — Refers to the use
of natural language processing, text
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analysis and computational linguistics
to identify and extract subjective infor-
mation in source materials. Sentiment
analysis is widely applied to reviews and
social media for a variety of applications,
ranging from marketing to customer
service to social engineering attacks.

SET - cf. Social Engineering ToolKkit.

Shodan - Refers to a search engine that
lets the user find specific types of com-
puters or IoT devices (webcams, routers,
servers, etc.) connected to the internet
using a variety of filters.

Shoulder Surfing - In computer secu-
rity, shoulder surfing is a type of social
engineering technique used to obtain
information such as personal identi-
fication number, password and other
confidential data by looking over the
victim’s shoulder.

SIGINT - cf. Signals Intelligence.

Signals Intelligence (SIGINT) - Re-
fers to the collection of intelligence
by interception of signals, whether
communications between people or
from electronic signals not directly used
in communication.

Simulated Attacks - In the context of
Project SAVE, simulated attacks refer
to the attacks that closely resemble an
actual cyber-attack, though without the
use of malware, since it is intended to
focus on the human element of cyber
security.
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Smishing - Smishing, short for SMS
Phishing, is a social engineering
technique that attempts to trick a
recipient into divulging personal in-
formation, such as passwords, and/or
perform actions, by masquerading as a
trustworthy entity in a SMS.

SMPP - cf. Social Media Personality
Profiling.

SNA - cf. Social Network Analysis.

Social Engineering (SE) - Refers to
psychological manipulation of people
into performing actions they would not
otherwise perform, such as divulging
confidential information.

Social Engineering 2.0 (SE 2.0) — Refers
to the evolution of conventional social
engineering attacks, which includes new
and novel approaches. SE 2.0 combi-
nes advanced information gathering
techniques with the modern attack
vectors, including social media, email,
USB and SMS.

Social Engineering Toolkit (SET) -
Refers to an open source script that can
be used for conducting a vast array of
social engineering 2.0 attacks.

Social Media Intelligence (SOCMINT)
- Refers to the collective tools and solu-
tions that allow organisations to moni-
tor social channels and conversations,
respond to social signals and synthesise
social data points into meaningful
trends and analysis. Social media intel-
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ligence allows one to collect intelligence
gathering from social media sites, using
both intrusive and non-intrusive means,
from open and closed social networks.

Social Media Networks - Refers to
computer-mediated virtual communi-
ties and networks that allow the creating
and sharing of information, ideas, career
interests or other forms of expression,
e.g. Facebook, Twitter, LinkedIn.

Social Media Personality Profiling
(SMPP) - Refers to a script developed
within Project SAVE that crawls infor-
mation about users from open Facebook
accounts. The script the automatically
conducts a sentiment analysis of the
users’ content, and then conduct as
personality profiling, in an effort to esti-
mate which behavioural patterns can be
expected from the user when engaged.

Social Network Analysis (SNA) - Re-
fers to the process of investigating social
structures through the use of network
and graph theories. SNA characterises
networked structures in terms of nodes
(individual actors, people, or things wi-
thin the network) and the ties, edges, or
links (relationships or interactions) that
connect them. Examples of social struc-
tures commonly visualised through
SNA include social media networks.

Social Vulnerability Assessment
(SVA) - Refers to an approach utilised
in Project SAVE, which simulates attack
patterns in order to measure the real vul-
nerability of the human security barrier
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in an organisation. An SVA approach is
a new type of assessment, which, in the
context of cyber security, proactively
uses social engineering techniques to
attack the enterprises, in an effort to
evaluate their current social vulnera-
bility level.

SOCMINT - cf. Social Media Intel-
ligence.

Software Defined Radio (SDR) - Refers
to a radio communication system in
which some or all of the physical layer
functions are software defined, instead
of being hardware defined.

Spear-Phishing - A technique that
fraudulently obtains private information
by sending highly customised emails.
The main difference between phishing
and spear-phishing is that phishing
campaigns focus on sending out high
volumes of generalised emails with the
expectation that only a few people will
respond, while spear-phishing emails
require the attacker to perform additio-
nal research on their targets in order to
“trick” end users into performing reque-
sted activities and are only sent to a few.

Spoofing - Refers to the creation of
emails or SMS messages with a forged
sender address, which is used to trick
the recipient into believing the request
is legitimate.

SSL - cf. Secure Socket Layer.
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Stuxnet - Refers to a malicious com-
puter worm that was used to sabotage
Iran’s nuclear program.

Supervision, Control and Acquisition
Data (SCADA) - Refers to systems that
includes both hardware and software
components for process control, gathe-
ring of data in real time from remote
locations in order to control equip-
ment and conditions. SCADA is used
in power plants, oil and gas refining,
telecommunications, transportation,
and water and waste control.

SVA - cf. Social Vulnerability Assess-
ment.

Tailgating — An action performed by
an attacker seeking entry to a restricted
area secured by unattended, electronic
access control, e.g. by RFID card, who
then simply walks in behind a person
who has legitimate access. Following
common courtesy, the legitimate person
will usually hold the door open for the
attackers or the attackers may ask the
employee to hold it open for them.

TDoS - cf. Telephony Denial of Service.

Telephony Denial of Service (TDoS) -
Telephony Denial of Service is a flood
of unwanted, malicious inbound calls,
blocking the service from functio-
ning and allowing other calls to come
through. The calls are usually into a con-
tact center or other part of an enterprise,
which depends heavily on voice service.
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TLD - cf. Top-Level Domain.

Top-Level Domain (TLD) - Refers to
the last segment of a domain name. The
TLD is the letters immediately following
the final dot in an Internet address, e.g.
.com, .net, .org.

Typosquatting — Refers to a form of
Internet cybersquatting, based on the
probability that a certain number of
Internet users will mistype the name of
a Web site (or actually its URL) when
surfing the Web.

Uniform Resource Locator (URL) -
Refers to a web resource that specifies
its location on a computer network. It
is commonly used interchangeably with
the term web address.

URL - cf. Uniform Resource Locator.

USB Attack - In the context of Pro-
ject SAVE, an USB attack refers to a
HID spoofing USB, which looks like a
USB device, emulates a keyboard, and
executes a malicious script and injects
predefined keystrokes when plugged
into a computer.

Vishing - Vishing (voice or VoIP
phishing) is an electronic deception tac-
tic in which individuals are tricked into
revealing critical financial or personal
information to unauthorised entities.
Vishing works like phishing but does
not always occur over the Internet and
is carried out using voice technology. A
vishing attack can be conducted by voice
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email, VoIP (voice over IP), or landline
or cellular telephone.

Wayback Machine - Refers to a website
that enables anyone to see what a par-
ticular site looked like at some time in
the past - from 1996 to the present. This
enormous archive of the Internet’s past
requires over 100 terabytes of storage
and contains 10 billion webpages.

Whaling - Characterised as a type of
fraud that specifically targets high-pro-
file end users such as C-level corporate
executives, politicians and celebrities.

Zero-Day Exploit - Refers to an ex-
ploit that takes advantage of a security
vulnerability on the same day that the
vulnerability becomes generally known.
There are zero days between the time
the vulnerability is discovered and the
first attack. A hacker may be the first to
discover the vulnerability, and since the
vulnerability is not known in advance,
there is no way to guard against the
exploit before it happens.
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Project SAVE - Social Vulnerability & Assessment Framework - is an explorative
study on cyber attacks using Social Engineering 2.0 and advanced open source
intelligence (OSINT). Social engineering involves the exploitation of the human
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of Social Engineering 2.0 with the aim of developing a social vulnerability
assessment (SVA) framework for conducting cyber reconnaissance to uncover
critical information and using deception tactics to create social engineering
attacks, which will help identify the human security vulnerabilities within an
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